Abstract-Development of information technology in the last few years, have brought about a lot of changes in almost all facets of life. In the banking industry, it has been in the form of banking services offered through an electronic channel. Electronic banking is the wave of the future, it has a lot of benefits which add value to customers' satisfaction in terms of better quality of service offerings and at the same time banks can gain more competitive advantage over other competitors. Despite this there are a lot of challenges that may hinder the success of e-banking services and thus constitute major concern to both financial institutions and customers. The purpose of this paper is to investigate and focus on the different opportunities and services of e-banking in Sudanese banking sector, and the challenges associated with it. Regardless, the different e-banking services found in Sudan but still there are a lot of challenges associated with its successful implementation. This paper followed the analytical/qualitative method to investigate such a problem. Both primary and secondary data were collected, and excel was used to analyze collected data.
; E-banking services
Electronic Banking Using a Telephone Connection:
Electronic banking using a telephone connection can be divided in to two:
 Phone banking (ATS) and  Mobile banking (SMS banking, GSM SIM Toolkit and WAP).
Phone banking; Is the provision of banking services using a classic telephone line. A bank client can obtain the necessary information on dialing a telephone number specified in advance. Before the requested banking service information is provided, the client's identity is determined using contractually agreed terms. The client advisor or so-called telephone banker is a bank employee capable of providing any information about products and services and, following verification that he is speaking with an authorized person, can also perform any passive or active operation. He can provide advice to the client and offer further banking products.
a. Automated Telephone System; An automated telephone system works on the basis of a menu through which clients can move around using buttons on the telephone. The service menu tree is usually designed to be simple so that a choice does not take too long. More extensive information is sent to the client by fax either to a telephone number agreed in advance or to a number requested by the client. Mobile banking: mobile banking can take the following forms; a. SMS Banking:
SMS banking uses short text messages sent through the client's mobile phone. SMS text messages can be used for both passive and active operations similarly as with classic telephone banking. A client can automatically receive information about his account balance, an SMS is sent to the client immediately after a certain operation is performed, or on request: a client sends the bank a correctly formatted message which processes it and answers the client's request by SMS.
b. GSM SIM Toolkit:
The GSM SIM Toolkit service can only be used from a mobile phone supporting this technology. GSM SIM Toolkit is a software interface that enables arbitrary changes to the mobile phone menu. Operators supporting this technology can use it to personalize mobile phone menus. This means that only functions activated and paid for will appear on the user menu. This technology dates back to 1998. Among the first companies to use it in banking applications based on the GSM SIM Toolkit standard were RadioMobil and Expandia Bank in the Czech Republic.
c. WAP (Wireless Application Protocol):
WAP is often compared to web pages, although this is a simplification. Unlike pages appearing on a computer monitor, WAP presents its output on a small mobile phone display, therefore concentrating on text information. It is a form of gateway to various services prepared by a mobile network operator or another firm. One condition for using the service is that the client must have a mobile phone supporting WAP technology.
Electronic Banking using Personal Computers:
Electronic banking through personal computers can be divided into:
 Home banking, Internet banking and Mail banking a. Home banking: Home banking is a service that enables a bank client to handle his accounts from a computer from a place selected in advance, at home or in the office. A home banking system usually consists of two parts: a bank computer program and a program in the client's computer. The bank program works as a communication server. It receives calls from clients, verifies their identity, receives data from them, authenticates digital signatures, generates digital receipts and sends data to clients.
b. Internet Banking:
Internet banking can be used from the home or the office, as well as an internet café, although the latter is not recommended for security reasons.
c. Mail banking:
Mail banking is another electronic banking service that makes it possible to communicate with the bank by electronic mail i.e. e-mail. The most frequently used service is sending account statements at agreed periodicity to the client's mailbox. E-mail is not used for more complex operations.
Payment Instruments and Self-Service Zones
There are other forms of electronic banking, including; a payment card, an electronic wallet and a self-service zone.
A payment card is currently one of the most widely used payment instruments designated for authorized holders through which they can perform non-cash payments or cash withdrawals from an extensive network of automated teller machines.
An electronic wallet represents a chip card similar to a payment card that contains a record of a financial sum that is available to its owner.
A self-service zone is a fully automated alternative work place of a bank with terminals and devices that clients can use to get various bank services. It enables active and passive operations offered by the bank to be made without the presence of a bank employ. it's a funds transfer mechanism, in which money is transferred from one bank to another on a -real time‖ and on -gross‖ basis. This is the fastest possible money transfer system through the banking channel, Electronic Link system, the core banking system of CBOS, and  Electronic Reports system for CBOS and commercial banks. However, despite the benefits and new services of electronic banking, still it is argued that the use of e-banking in Sudan is weak.
Main reasons for the problem:
Lack of co-ordination between the private and public sectors to create the right environment for banking, lack of awareness of e-banking and distrust of online payments and security, lack of legal protection against online intrusions, Inadequate infrastructure, computer internet literacy and connectivity, lack of computer skills, lack of privacy and confidentiality of bank's accounts and High e-banking.
Significance of the study:
The significance of this study is conducted in order to: -Understand the issue of e-banking and its evolution in Sudan. -Spotlight on e-banking services offered in Sudanese banking sector. -Highlight the challenges of e-banking in Sudan.
-Identify the factors that influence the adoption of ebanking in Sudan.
Objectives of the Study:
The general objective of this study is to: Explore the development of e-banking in Sudan, highlight the different electronic banking services and opportunities available in Sudanese banking sector, and to study carefully the challenges of electronic banking in Sudan.
Hypothesis:
E-banking will improve the efficiency and effectiveness in the banking sector, if it is given a considerable attention and implemented properly. All e-banking challenges will be reduced, if it has been accepted by consumers and a reasonable awareness is made to them regarding its usage and the volume of banking services offered through an electronic channel.
Target Population:
The targeted population of the study is the financial institutions that offer e-banking services in Sudan and ebanking clients as well.
Materials and Methods:
To meet the research objectives, the research is going to be based on analytical and qualitative methods. Excel was used to analyze the collected data.
Data Collection:
Two types of data sources can be integrated; secondary data and primary data. Secondary data is used to gain initial insight into the research problem; it is required in the This paper will spotlight on electronic banking services in Sudanese banking sector in terms of; The evolution of e-banking in Sudan, the new opportunities and different services that are offered through an electronic channel.
The challenges that are associated with the implementation of e-banking in Sudanese banking sector. Secured boxes, one for the money, which the machine fails to deal with, the other is for the cards that have been taken by the machine to forbid unauthorized and misuse. Lately cameras are added to some machines, to prove the usage of the machine by certain persons and they are generally for security purposes. The machines are connected through a net with a center for all the banks (Switch), or for a certain bank, to organize and permit or forbid operations exercised through machines.
Evolution of E-banking in
Available ATM services in Sudan ; ATM services include cash withdrawal, balance inquiry, mini account statement, pin change, transfer money between accounts, bills payment, buying prepaid mobile and electricity recharge cards, and cash deposit which is offered presently by Fiasal Islamic bank only. Throughout time Sudanese banks started to expand their electronic banking channel. At present Sudanese banks are offering e-banking services through ATMs, internet, and EPOS (electronic point of sale service) .Moreover, the latest service, which is now available in Sudanese banking institutions, is the mobile banking (M-banking) service. It is one of the newest approaches to the establishment of financial services through information computer technology (ICT), made possible by the widespread adoption of mobile phones even in low income countries. As per the Central Bank of Sudan (CBOS) information; there are only 2 banks among 37 banks operating in Sudan are providing the mobile banking service. Thus; it is expected that in the upcoming period of time this service will spread gradually in the banking sector in Sudan. Despite the different electronic banking channels, but still there are a lot of challenges associated with its adoption and successful implementation.
Challenges/Problems of E-banking in Sudan:
There are a lot of challenges and factors that influence the successful implementation of e-banking in Sudan. Such challenges can be divided in to two; the challenges that are facing the banking sector and those that are coming from the clients i.e. customers' acceptance and intention to use bank technologies.
Banking perspective;
The banking sector in Sudan is faced by following challenges, which may hinder the successful implementation of e-banking; Costs: Costs' arising from the acquisition and maintenance of new information technology is very high. It is observed that the cost of establishing networks and tariffs charged are so high that even if computers, are available it is only the privileged few who can have access to the service. Standardization: In banking institutions, there is also the problem of the standardization of hardware facilities. The information superhighway has engineered the importation of various brands of information technology by Financial Institution. Technologists assert that imported technologies are designed to operate in an air-conditioned, dust free environment with a good maintenance support. In Sudan, such conditions may not always be available. Illiteracy: Illiteracy in banking institutions is one of the serious constraints to the effective use of information technology. The quality of training in information communication technology is also unsatisfactory. Introduction to physical equipment will not solve the problem of information availability and flow, unless it is coupled with human capacity and skills. Infrastructure: Lack of infrastructure remains the main setback to the development of information communication technologies in banking institution. Telephone line failures and electronic blackouts are frequently experienced. Security: The reliance on new technology to provide services makes security and system availability the central operational risk of electronic banking. Security threats can come from inside or outside the system, so banking regulators and supervisors must ensure that banks have appropriate practices in place to guarantee the confidentiality of data, as well as the integrity of the system and the data. Banks' security practices should be regularly tested and reviewed by outside experts to analyze network vulnerabilities and recovery preparedness.
Customers/Clients perspective: Bank customers have been, for a long time, familiar to classical mode of banking, where customers interact with banks personally. The introduction of electronic banking has changed the banking services, as customers now are expected to deal with the electronic channel. This additional burden on customers, together with the uncertainty surrounding the process may not encourage customers to embrace the new banking technology. For this reason, the acceptance of technology must not be looked upon as an easy decision as may initially seems. However, the following problems may face customers when encountering with such technological changes, such as; Anxiety and stress; caused by the use of information technology, or the confusion about how arising technology problems may be solved Cost: Technology learning and acquisition is costly, especially in a developing country such as Sudan, where cost is likely to be a determining factor. Security; a lot of clients have the view that if they used the electronic channel there personal information can be stolen. Perceived usefulness (PU) is one of the main constructs of the technology acceptance model TAM in which it is defined as "the degree to which a person believes that using a particular system would enhance his or her job performance". In the TAM, PU is a significant factor having a strong influence in determining user acceptance of IS. Applying this definition to e-banking adoption in Sudan; perceived usefulness is the perception of users that ebanking will enhance their means of getting the bank services. However, now a days a lot of people started to get the perception of dealing with the electronic channel and that following such a channel will facilitate a lot of things to them .This can be seen in the usage of ATMs, a lot clients believed that it's more easier to withdraw money from ATMs instead of going to banks and waiting for a long period of time .Despite this, still such a perception is very few when dealing with the other e-banking services.
Perceive Ease of Use (PEOS):
Perceived ease of use (PEOU) is defined as -The degree of ease associated with the use of the system‖. It provides the leverage to create favorable perceptions, encouraging users to accept and use new systems, .PEOU in case of e-banking is considered as the degree to which e-banking is perceived to be easy to access and use. In Sudan still a lot of people find difficulty to access and use the electronic channel, this may be due to lack of computer skills and lack of awareness of e-banking.
Perceived Trust (PT):
Trust is being normally defined as belief that someone or something is reliable, good, honest, effective, etc. In Sudan very few clients trust to engage in an online transaction as they distrust online payments and security.
Perceived Risk (PR):
Generally; risk can be defined as the intentional interaction with uncertainty. Risk perception is the subjective judgment people make about the severity of a risk. In Sudan, Conducting electronic transaction is a risk that faces consumers, as it does not have any kind of physical contact, which subsequently; affects the adoption to internet technology. As a result, a lot of clients who already conduct the financial transactions manually find it difficult to shift and follow the electronic channel, since they perceive it as more risky and less private. For example; they think there is no privacy and confidentiality in personal and financial information, frequent power cut offs, frequent breakdown of ATMs, frequent errors of e-banking transactions…etc.
Conclusion/Recommendations:
Offering banking services through an electronic channel has a lot of benefits to the banking sector and clients as well. However, here in Sudan despite the adoption of this service but still there are a lot of challenges and problems faced by banks and their clients. This paper has introduced the different electronic banking services in Sudanese banking sector and the challenges associated with it. At the end, in order to strength the electronic banking channel and to encourage clients to conduct their transactions electronically, the following recommendations can be portrayed; -There should be proper maintenance of the system used by the banks in order to prevent cases of complete breakdown of the system. This can result in loss of information that are of vital importance to the customers and banks. -E-banking should be easily accessible by the users; in terms of convenience, availability, understanding and suitability. -Improved Internet connectivity is very essential for the success of e-banking. For this reasons, government has to play a major role in promoting the basic infrastructure required to increase the diffusion of e-banking. This includes provision of stable supply of electricity and latest information and communication technologies. -E-security serves as a serious concern not only to the banking industry but also the clients. There are various measures that can be put in place to ensure more security using e-banking services such as installation of encrypted software, verification system for customer's identification cards, frequent change of password, examining test questions and using mixed password such as the use of alphanumeric;
